
The Terra Oracle Circuit Breaker

Nicolas Andreoulis

Terra Research

November 2019

1 Introduction

Voting oracles are crucial for the stability and operation of the Terra ecosystem. For an
overview, the interested reader should refer to Di Maggio (2019). To resolve the issue of high
price volatility Terra’s protocol algorithmically adjusts the money supply to match changes
in demand, ensuring a stable price level. However for the protocol to be responsive, we need
to introduce on-chain exogenous information on the relative fiat prices. To achieve that,
the system uses decentralized price oracles, where validators incorporate price signals from
secondary markets by submitting a vote on the relevant fiat-crypto exchange rate.

A potential concern with such design, is that the price feed of validators may be compro-
mised, leading to widely inaccurate votes. The recent incident with Synthetix demonstrates
that such risks don’t only lie within the realm of possibility. In June 2019 a glitch in the API
used by Synthetix oracle showed inaccurate exchange rates, giving the opportunity to an
arbitrage bot to make nominal profits against the system of about $ 1B, Moin et al. (2019).
Ultimately, the bot owner agreed to return the profits, but this example demonstrates the
severe downside risk of incorporating outside information without any checks at place.

To further improve the robustness of our oracle, we suggest incorporating circuit breakers
in the voting process. Adopting circuit breakers is strongly encouraged, but the implemen-
tation will be at the validators’ discretion as part of their voting system. The objective of
the circuit breaker is to notify validators if the external data-sources are compromised and
block voting until the issue is resolved. The core logic is rather simple: if the price signals
validators receive are extremely unusual, suspend voting for a set period of time, until the
situation is normalized. Our goal is to set up the breaker in an algorithmic way, minimizing
the need for manual intervention from validators.

2 Circuit Breaker-Activation

The circuit breaker algorithm consists of two phases: activation and recovery. The activation
phase, determines in real time whether the breaker should be activated. The recovery phase,
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Figure 1: Circuit Breaker Activation

follows only if the breaker has been activated and determines the duration of the break. The
logic of the activation phase can be summarized in Figure 1. The circuit breaker filters the
data from each exchange provider and indicates whether they should be trusted. To do so,
the function transforms candle data to returns, and compares them to the pre-determined
Value at Risk thresholds. If the returns from that exchange provider exceed any of the Value
at Risk thresholds, the breaker blocks voting from these data sources for at least three hours.
Specifically, the process for each exchange data can be summarized as followed:

1) Input in real time one-minute data candle data from the exchange(s) of choice.
Calculate one, five, ten, fifteen, thirty and sixty minutes returns from the closing
price:

Returnst,τ =
Closet − Closet−τ

Closet−τ

Where τ = {1, 5, 10, 15, 30, 60}
2) Input the historical VaR thresholds for the returns of the candle data used
in step one. Specifically we use historical simulation to determine the relevant
VaR thresholds. The breaker is symmetric, in a sense that it should should track
both unusually positive and unusually negative anomalies. Accordingly for each
return window τ = {1, 5, 10, 15, 30, 60}, we take the historical series of returns
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{Returnst,τ}mt=0, from day t = 0 to t = m (which is assumed to be the latest day
of available data) and compute the empirical Value at Risk for the bottom and
top 0.01% of the distribution according to:

ˆV aR0.01
τ = percentile{{Returnst,τ}mt=0, 0.01%}] for τ = {1, 5, 10, 15, 30, 60}

ˆV aR99.99
τ = percentile{{Returnst,τ}mt=0, 99.99%} for τ = {1, 5, 10, 15, 30, 60}

3) We take the real-time returns from step 1 and the VaRs from step 2 and assess
whether any of these inequalities is true.

Returnst,τ ≤ ˆV aR0.01
τ Returnst,τ ≥ ˆV aR99.99

τ for τ = {1, 5, 10, 15, 30, 60}

4a) If any of the above inequalities is true, the Circuit Breaker is activated and
voting is suspended for at least three hours.
4b) Else we repeat steps 1 to 3 for the next minute of candle data.

3 Circuit Breaker-Recovery

When the Circuit Breaker has been activated and voting has stopped, we want to give the
system a chance to recover programmatically, before it requires manual intervention. From
the moment the breaker gets activated the total waiting time is 3 hours. Our key objectives
here are to minimize the time we pause trading, while maximizing the likelihood that the
breaker can recover without manual intervention. Given these objectives the recovery period
of 3 hours was determined based on a simulation exercise on historical data.

The recovery stage consists of two phases. Firstly we want to make sure that we can trust
the data after the breaker’s activation. To achieve our first objective, we start with the
assumption that last data point that can be truly trusted is the candle one minute before
the breaker’s activation. We store this candle (point A in figure 2) together with the candle 2
hours later (point B in figure 2). We compute the two hours returns between point B and A,
and if they are not unusually high or low, we take it as a signal that the series can be trusted.

Secondly, we want to ensure that there are no longer anomalies in the series. To achieve our
second objective, three hours after the breaker has been activated, we assess the same 6 ∗ 2
comparisons as in step 3 of the Circuit Breaker Activation. If the the system passes all these
tests, then we can safely assume that there are no longer anomalies in the data.

If any of the thresholds is crossed, the voting system shuts down and there has to be man-
ual intervention. The whole logic behind the recovery process can be summarized in the
following steps:

1) We store the candle data one minute before the breaker’s activation (point A
in figure 2). This is defined as the last trusted candle.
2) We wait for two hours hours after we store the data in step 1 (point B in
figure 2, which is to say one hour and fifty-nine minutes after the breaker has
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Figure 2: Circuit Breaker Activation

been activated).
3) Calculate and store the two-hour returns between point A and B according
to:

ReturnsAB,120 =
CloseA − CloseB

CloseA
4) Wait additional sixty one minutes, such that exactly three hours have passed
since the breaker has been activated. At this point calculate Calculate one,five,
ten, fifteen, thirty and sixty minutes returns using the closing price of the candle
3 hours after the breaker’s activation:

Returnst,τ =
Closet − Closet−τ

Closet−τ

Where τ = {1, 5, 10, 15, 30, 60}
5) Input the historical VaR thresholds for the one,five, ten, fifteen, thirty and
sixty. In addition to that also input VaR thresholds computed in a similar way
for the 2 hours window.
6) We take the returns from step 3 and step 4 and the VaRs from step 5 and
assess whether any of these inequalities is true.

Returnst,τ ≤ ˆV aR0.01
τ Returnst,τ ≥ ˆV aR99.99

τ for τ = {1, 5, 10, 15, 30, 60, 120}
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7) If any of the above inequalities is true suspend voting indefinitely.
8) Else resume voting.

4 Discussion

Now that the general framework has been established, we want to discuss our choices behind
the circuit breaker design. Deciding how to measure anomalies is not straightforward. We
need a measure that is easy to compute, and can capture both short-term and long-term
deviations. Additionally our measure has to be simple and straight-forward to compute. To
achieve these objectives we compute pricing returns at different windows using the closing
price from each candle.

Returnst,τ =
Closet − Closet−τ

Closet−τ

Where τ = {1, 5, 10, 15, 30, 60}

The high frequency windows (one and five minute returns) allow us to track short-term
anomalies, while the lower frequency ones (ten, fifteen, thirty and sixty minutes) allow us
to track unusual behavior that may build-up over time. The data used for the analysis are
one-minute candles provided by Coinone from 6th of May 2019 to 11th of November 2019. To
calculate returns and the associated VaRs we use the percentage change of the closing price,
defined at different windows. Table 1 and Figure 3 gives us an overview of the distribution
of different returns. As expected all returns are centered towards zero, with longer windows
having a slightly larger standard deviation. The returns tend to be symmetric with a slight
positive skew. Finally the kurtosis is high, indicating a leptokurtic distribution, which is
to say that there are many extreme values that make the tails fatter relative to the normal
distribution.

Figure 4 shows the contemporaneous correlation of returns measured at different windows.
As expected all returns have a positive correlation, that diminishes as their window widens.
The relatively low level of contemporaneous correlation, is a good indicator for why we should
rely on multiple definitions of returns.

We estimate VaR using 3 different methods, non parametrically using the historical distribu-
tion, parametrically by assuming normality of returns and using the Delta-Normal method
and finally using maximum likelihood and the Extreme Value Theory. All methods give
roughly similar VaR thresholds, so we pick the the historical simulation for the sake of sim-
plicity. For an overview of the relevant VaR methodologies, the reader may refer to Hao et
al. (2012) .

Figure 5 and Figure 6, give the bottom and top 0.01% of the distribution together with
the VaR thresholds at Table 2. As expected, the lower the frequency of the returns, the
larger the maximum deviation. Specifically unusually low returns range from -0.06% by the
minute to -0.22% by the hour. Unusually high returns range from 0.03% by the minute to
0.11% by the hour. This variability indicates that a careful calibration of the circuit breaker
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accounting for both short-term and longer-term anomalies should take into account all the
relevant thresholds.

Another important choice is determining the exact VaR thresholds, that signal unusual
trading activity. Our objective is to minimize the number of candles we block, while achiev-
ing the lowest possible overall volatility. We run couple of simulations on bootstrapped data,
with different weightings on these objectives. Our conclusion is that the use of 0.01% VaR
threshold is optimal.

The final parameter we have to determine is the duration of the recovery period. Our
key objective was to minimize the time we pause trading, while also maximizing the likeli-
hood that the breaker can recover without manual intervention. On our simulations using
a three hours window, was the shortest duration that satisfied these objectives. As a final
note, Figure 7, shows the auto-correlation of the hourly standard deviation of Luna returns.
This is a descriptive measure that shows the extent that current volatility co-moves with
future volatility. The auto-correlation is the highest (greater than 30 %) for the first three
hours, indicating that high current volatility tends to predict high volatility in the next three
hours. Since our objective is to block candles with unusual behavior (high volatility), this
provides an additional justification to pick three hours as the optimal recovery time.

6



0

500

1000

1500

−0.010 −0.005 0.000 0.005 0.010

returns

de
ns

ity
lag

t−1

t−5

t−10

t−15

t−30

t−60

Figure 3: Density Plot of Returns by Different windows. The tails of the distribution has
been trimmed, to allow visual comparison.

Window Sample Mean SD Median Mad Min Max Range Skewness Kurtosis
t,t-1 267367 -0.000003 0.003120 0.00 0.00 -0.09 0.12 0.21 0.60 108.98
t,t-5 267363 -0.000027 0.005087 0.00 0.00 -0.16 0.24 0.40 0.64 134.24
t,t-10 267358 -0.000059 0.006543 0.00 0.00 -0.17 0.26 0.43 1.52 130.66
t,t-15 267353 -0.000091 0.007685 0.00 0.00 -0.23 0.26 0.49 1.06 108.88
t,t-30 267338 -0.000189 0.010271 0.00 0.00 -0.25 0.28 0.53 0.44 79.05
t,t-60 267308 -0.000385 0.013760 0.00 0.01 -0.26 0.32 0.58 -0.15 55.13

Table 1: Summary Statistics of Returns by Different windows

lag Bottom 0.01% Bottom 0.05% Bottom 0.1% Top 0.01% Top 0.05% Top 0.1%
t-1 -0.0567 -0.0327 -0.0251 0.0582 0.0351 0.0268
t-5 -0.0899 -0.0483 -0.0366 0.0763 0.0527 0.0421
t-10 -0.1159 -0.0602 -0.0466 0.1108 0.0640 0.0515
t-15 -0.1272 -0.0714 -0.0548 0.1275 0.0754 0.0608
t-30 -0.1667 -0.1009 -0.0739 0.1931 0.1011 0.0838
t-60 -0.2219 -0.1572 -0.1017 0.2397 0.1288 0.1105
t-120 -0.2822 -0.2312 -0.1630 0.3253 0.1573 0.1340

Table 2: VaR Thresholds
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Figure 4: Correlation of Returns by Different windows
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Figure 5: Bottom 0.01% of returns
by lag length
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Figure 6: Top 0.01% of returns by lag
length
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Figure 8: Auto-correlation function by return window
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